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Hidden Camera in South Korea; Nth room incidents 

A hidden camera search squad scan a restroom near a public pool.



DEEPFAKES IN SOUTH KOREA

More than half of the victims of deepfake(AI-generated fake content) sexual 
exploitation are Korean, according to a recent report. The U.S. cybersecurity firm 
'Security Hero' recently released its "2023 DeepfakeStatus" report, which revealed 
that "half of the individuals appearing in deepfakepornographic content 
are Korean." The report analyzed 95,820 videos posted on ten deepfake
pornographic sites and 85 video-sharing platforms such as YouTube over two 
months, from July to August of last year. In response to the growing spread of 
deepfakepornographic crimes, the South Korean government is considering 
criminalizing the possession of deepfakepornographic material and allowing 
undercover police investigations to catch the creators. Current sexual violence laws 
allow for punishment if someone's face, body, or voice is edited, synthesized, or 
manipulated in a lewd manner without their consent, but it must be proven that 
there was an intention to distribute the material.

According to Security Hero's report, 53% of individuals appearing in deepfake 
pornographic content were Korean. This is more than double the number of victims 
in the United States (20%), the second-largest group. Japan followed with 10%, the 
UK with 6%, China with 3%, India with 2%, Taiwan with 2%, and Israel 
with 1%.
Security Hero stated, “Korean singers and actresses, in particular, have been 
frequent targets of deepfakecontent.” The report listed the top 10 most-targeted 
individuals in deepfakepornographic content, eight of whom were Korean singers. 
Positions 1 through 7 and 9 were held by Korean singers, while a Thai singer was 
8th, and a British actress was 10th. The most-targeted Korean singer appeared in 
1,595 deepfakesexual exploitation videos, which garnered a total of 5.61 million 
views. The Wall Street Journal, citing this report, recently stated, "This suggests that 
South Korea is at the epicenter of the global problem of generating and distributing 
fake pornography." The BBC also reported, "South Korea is facing a 
deepfakepornography emergency."
Domestic statistics also show a sharp increase in the number of underage victims. 
According to data submitted by lawmaker Yang Bu-namof the Democratic Party 
from the National Police Agency, 59.8% (315 individuals) of the 527 deepfake
victims reported to the police from 2021 to 2023 were teenagers.

53% of DeepfakeVictims Are Korean,
the Highest in the World



A defendant involved in the production and distribution of illegal deepfake videos 
of female alumni by graduates of Seoul National University has been sentenced to 
five years in prison. This is the first sentencing among those involved in the Seoul 
National University deepfakegroup sex crime case. On the 28th, Judge Kim Yoo-
rang of the Seoul Central District Court's Criminal Division 14 sentenced Park (28), 
who was indicted and detained on charges of violating the Act on Special Cases 
Concerning the Punishment of Sexual Crimes (illegal filming), to five years in 
prison. Judge Kim stated, "The content of the recordings and the fabricated videos 
is so humiliating and disgusting that even an ordinary person would find it hard to 
describe," adding, "Considering the 
duration of the crimes, the number of videos posted, and the relationship with 
the victims, the severity of the crimes is extremely serious."
It was confirmed that Park committed illegal filming crimes for about eight 
months starting in 2017 and, over the span of four years starting in 2020, edited 
and synthesized fake photos and videos that could provoke sexual desire or 
shame. He then posted or sent these through platforms like Telegram. Park 
recorded a victim urinating while visiting his residence and then synthesized and 
edited this into photos and videos, combining the victims’ faces with naked 
bodies. In total, he created 419 fake photos and videos aimed at causing sexual 
humiliation for 12 victims. Furthermore, he posted or sent 1,735 photos and 
videos of 17 victims through platforms like Telegram. Park was an accomplice in 
the so-called "Seoul National University DeepfakeSex Crime" case, where Seoul 
National University graduates produced and distributed illegal synthesized 
materials targeting female alumni.

'Seoul National University Deepfake' 
Accomplice Sentenced to 5 Years in Prison... 

"Victims' Dignity Completely Destroyed"

DEEPFAKES IN SOUTH KOREA



"Our School Was Also Humiliated” —List of 150 
Middle and High Schools Causes Uproar

A list of schools where either victims of "deepfakesex crimes" or the 
perpetrators are reportedly enrolled has been rapidly shared and 
circulated through platforms like Telegram and X (formerly Twitter). 
An account titled "Telegram DeepfakeVictim School List" has posted 
the names of around 150 middle and high schools, as well as 40 
universities. The operator of the account has been adding schools to 
the list while sharing chatroom conversations and reports related to 
so-called "acquaintance humiliation" crimes committed through 
deepfakes. Although the actual scope or details of the crimes have 
not yet been confirmed through investigations, the fear that "my 
photo could also become 'pornographic' and circulate online" is 
causing considerable anxiety among students and parents. In some 
cases, students from specific schools are reportedly creating their 
own awareness campaigns about the situation, urging fellow 
students to remove their selfies or other photos from social media.

DEEPFAKES IN SOUTH KOREA
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From Prosecution to Sentencing: Gaps in Digital Crime Justice

•

•

•

NCII cases are likely to be dropped at the prosecution level
; the rejection rate is high

Even in prosecuted cases:  most of cases suspended or fined.

Legal debate on Possession

What counts as possession in the digital era?
URL links? Cache files? 
Cloud-stored content?
•
•



Silenced by FEAR

27%

Impact on Personal Freedom and Expression 
èlimit SNS Usage(self-censoring)

reported high levels of daily fear about 
hidden cameras and deepfakes

80% of women

real safety isn’t just about protection.
It’s about freedom — the freedom to exist, to speak, 

to be visible without fear
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REFRAIN FROM SNS

I deleted all my pictures from fb and deleted my profile picture on kakaotalk. however, 
simply not using SNS doesn’t solve the issue. Even official documents like graduation 
photos or student IDs can be used to create deepfakes, meaning women have to live as if 
wearing an "online hijab," it feels as though women’s very existence is being erased.
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CHANGES IN SOCIAL RELATIONS
(Micro-agression)

It feels like society suppresses the ability to talk about feelings of anxiety of deepfake, 
even add to the problem by making hurtful comments, saying things like, "You won’t 
go through that, don’t worry," trivializing others' fears. people make degrading 
comments about others' appearances during this process. So I ended friendships 
over comments like these.



From Reaction to Prevention

Stop NCII, Helping a friend 

From Bystander to UPSTANDER

How do we design a digital world
where women no longer need to disappear to feel safe?

shift from teaching women to protect themselves
to teaching everyone to respect others



User-centered Outreach/Safety by Design

50 minutes 
Training

3 Digital Safety
Ambassador 

(university students) 

18 High school 
Student

-Peer Counselors

Must take Users’ 
digital Safety course in 

Uni.
& Digital Safety 

Tool Training

Trauma-informed

Interactive 

Session Peer
Mentors

Participants Mentor 
Eligibility

Approach
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Traditional approaches may assume students 
as potential victims or perpetrators->trigger 
unnecessary gender conflict in mixed-gender 
groups.

Our model: focuses on shared responsibility 
& collective safety.

02

Enhances participation, empathy, and 
inclusivity → fosters learning engagement.

Training evokes positive emotions (pride, 
confidence) rather than shame or anxiety.

Certification (e.g., Digital Ambassador 
Certificate) strengthens motivation.

03

Frames digital safety not as an issue for
specific groups, but as part of everyday
life for everyone

Bystander -> Upstander

Limitation of Self-Protection-
Centered Approach

Advantages of Peer-Support Education Beyond victim vs perpetrator

From Bystander to Upstander; Trauma-Informed Education against NCII



Helping a 
Friend 

experiencing 
NCII. 

Peer-led & relatable

Skill building, 
not just information giving

Psychology based
(Theory of Planned Behavior)

Sustainable Model: Linking 
High School & University

Messages deliveredbyuniversity 
students help reduce psychological 

distance(and defensive attitude) when 
addressingsensitive topics.

Focuseson role-play–basedtraining rather
than one-way information delivery, 

Experiencial learning

Promotes supportive attitudes, positive
subjectivenorm, and behavioral control

(by cultivating communication skills & 
teaching digital safefty tools) to helping a 

friend experiencing NCII

Most high schools run Peer Counselor Clubs. Club 
activities are officially counted as creditsfor
university entrance. Our model: connects these 
extracurricular activitieswith university curricula 
(user safety course at HUFS)→ creating a 
sustainable model

Safety by Design



Project Timeline

Program on High 
school Students

Program on 
University Students

Teachers
’Workshop 

Training University 
students  as Mentors 

Trauma-informed 
Communication skills, 
Using Digital Safety tool

The program’s 
effectiveness has been 
empirically validated.

The program’s 
effectiveness has been 
empirically validated.

The program’s 
effectiveness has been 
empirically validated.



Culture

Education Tech platforms

Local and national policies

Media

What needs to shift to create 
and maintain safety?Digital safety is not only about 

removing threats.
It’s about rebuilding trust —

trust in technology,
trust in institutions,

and trust in one another.




